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Abstract: To address the issues of a small quantity, large variability of real Web application attack data and diverse
attack payloads that lead to poor training effects of large models, a network attack detection method based on federated
large model (FL-LLMID) is proposed. Firstly, a federated learning network for fine-tuning large model is proposed. The
server conducts incremental aggregation on the parameters generated by the client’s local large model through incremental
data training, which improves the parameter aggregation efficiency of large model in federated learning and avoids the prob-
lem of network traffic data exposure. Secondly, based on the large model ability to understand code, an attack detection
model for application layer data (CodeBERT-LSTM) is proposed. By analyzing the application layer data packets, the Code-
BERT model is used to perform vector encoding on the valid fields, and then combined with the long short-term memory
network (LSTM) for classification to achieve the attack detection task of Web applications. Finally, the experimental results
show that the accuracy of the FL-LLMID method in the attack detection task for application layer data reaches 99.63%.
Compared with traditional federated learning, the efficiency of incremental learning is improved by 12 percentage points.
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EIWVN

Skl BEEMTRAEE

BN HITLS 5 /7912 ' party,' party, . party, - party,
il P SR SR,

LB RARIK  RABIK

2. FOR party, IN Swm

3. BEMEMESNA,, >4,

4 B GHRRESES €A, A A

ple Typl nerypted
’ ’
A ]

encrypted n

5. Wik &R R A 45 aggregated _result = [0] * len(encrypted_data
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